BankMTE" Bulletin

New Test Helps Bankers Evaluate
Website Vendors
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Phone: 602-867-2330

of pages of Federal guidelines can be a lot to wade through. In response, the Forms
Group has developed a quick self-test which can help bankers to assess key issues
with their website vendor’s performance. Just select the answer to each question that best
describes your situation and write the number of points it gives you in the red boxes at right.
Then, add up your points.
To Find Out What Your Score Means, see page 4.

B ank CEQ’s are no strangers to website audits by Federal Examiners, but thousands

SECURITY PTS

How often does the vendor hosting your website conduct Third Party
Vulnerability Tests AND provide you the results?

Never 0 Annually O 2 Quarterly 1 8

Did your hosting vendor pass a recent IT audit by the Federal Examiners?
No 0 Not Sure 1 0 Yes 11 8

RELIABILITY & DISASTER RECOVERY

How often do you experience "unexpected" downtime with your website?
Frequently (11 0 Sometimes 1 3 Never 1 6

Does your website hosting vendor make daily back-up tapes AND maintain your
website on "hot" backup servers at a another Data Center for disaster recovery?

No 10 Not Sure 1 0 Yes 116

SERVICE

How long does it usually take for your website vendor to respond to your needs?
Too Long 1 1 Next Day 1 3 Same Day 1 6

How do you feel about the overall service provided by your website vendor?
Not Satisfied (1 1 Satisfied 1 3 Very Satisfied 1 6

PRICE

How much would it cost for you to create a new website, or give your existing
website a facelift?

Over $5,000 1 1 $501 to $5,000 1 2 $500 orless L 5
Does your website vendor make instant updates to your website at no charge?
No 01 Sometimes U 2 Yes 15
OTAL PO

“BankSITE’s IT Vendor Performance Test got right to the point. | was able
to evaluate our website hosting vendor’s strengths and weaknesses and
begin a dialog with our IT manager immediately thereafter.”

—William A. Donius, President and CEO, Pulaski Bank (MO)

THE FORMS GROUP
Scores High with
Federal Examiners

Recently, The Forms Group un-
derwent a Federal Audit with the
FFIEC for technology providers
and scored extremely high. The
official report is available from
the OTS, OCC, FDIC, and FRB.

“I just reviewed the IT Exam
Report from the OTS and was
very pleased to read the posi-
tive results. We appreciate the
effort you have made to meet
the FFIEC IT best practices
requirements. This further
enhances the already high
degree of confidence we have
in you and your company.”

—Duane N. Bussey
President/CEO
San Luis Valley Federal (CO)
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Never Down. Safe and Sound.

The Story Behind BankSITE’s Warranty

ost of its customers know that when it comes to
M Internet security and reliability, BankSITE Services

guarantees a 99% Monthly Service Level Warranty
backed by four safeguards. However, many of its new customers
may not know the story behind the evolution of BankSITE’s
warranty.

At the first line of defense is a “hot spare” hard drive on each
high-speed BankSITE server. A RAID system constantly monitors
the performance of all drives in use on which customer data is
kept. If the RAID system detects the slightest anomaly, all data on
a faulty hard drive is automatically transferred to the spare. And of
course, any faulty drive can be instantly replaced on-the-fly.

“Our first line of defense was put in place from day one,”
comments Ira H. Aurit, President and CEO, BankSITE Services
Division of The Forms Group. “In fact, we were well ahead of
our competitors on the technology curve. Even now, for example,
most hosting facilities run only a nightly backup for disaster
recovery. That means their data is 24 hours old. Whereas we
backup our customer websites every two hours at two data centers,
and every ten minutes for loan applications and other secure
forms. That way, if we experience a catastrophic situation (which
we never have), there’s very little to reconstruct.”

The next addition to BankSITE’s armory was Quarterly
Third-Party Vulnerability Assessments. “We used to contract
for Annual Third Party Vulnerability Assessments,” says Aurit.
“But then, the Federal Examiners began suggesting that website
hosting vendors have them performed more often.” So, Aurit
surveyed BankSITE’s customers to find out the frequency they
felt comfortable with. The unanimous response was “quarterly”,
which is now BankSITE policy.

Another line of defense was The Forms Group’s proprietary
Secure Forms Encryption System whereby only its bank clients
have access to the data submitted by their customers. Of course,

the encryption system meets the guidelines of the Federal
Examiners and the Gramm-Leach-Bliley Act.

“Nine-eleven upped the ante,” Ira Aurit explains. “All of
a sudden the Federal Examiners began to consider catastrophic
situation scenarios that would level an entire Data Center where
servers host bank websites.” In response, Aurit asked customers
whether they would support a backup data center at another

“Compliance is a major issue with banking
web sites and with the BankSITE Wizard,
many of the compliance issues have
been addressed! | was pleased when our
Examiners recommended our site as an
example to other institutions in the area.”

—Christi Skidmore
Asst. Vice President Information Systems
Citizens Federal Savings & Loan Assn. (OH)

location and if they were willing to pay a small additional fee for
this new service. Again the answer came back overwhelmingly
positive.

And so, BankSITE’s fourth line of defense was born. The
company’s main bank of host servers is situated in a maximum
security AT&T SAS 70 Data Center near Scottsdale, AZ where
there are no natural disasters. A second bank of servers is located
at Sterling Network Services’ Phoenix facility. As such, if the
AT&T Data Center is leveled, servers at the backup data center
location can be activated within minutes.

“It’s kind of a dialog,” says Aurit. “It’s our job to keep on top
of issues that affect our customers and communicate to them their

options. We listen to what they want—and then we deliver.” 4
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- of the
Repeat Visitor

f the number of visitors to your home page has been

dropping off lately, it may be time to critique your

website—especially since many community bank websites
haven’t had a face-lift for three or four years. Stale information
is a number one turnoff, as are poor design and content that
doesn’t help readers make choices. On the other hand, updating
content monthly and giving your site a refreshing new look
every year or so keeps visitors coming back.

Another big draw is interactive tools that educate visitors
about their financial situation and help them make decisions.
“Self-tests and calculators,” says BankSITE CEO Ira H. Aurit,
“give consumers confidence based on hard data—which leads
to action.” Visitors also prefer a site that’s rich in content,
especially when targeted to their specific interests or needs.

It can take up to $10,000 to develop a site that meets these
requirements — plus the costs of updating it on a regular basis.
At the other end of the price scale is the BankSITE Wizard
which allows bankers to give their site a completely new look,
plus new content, within minutes at a fraction of the cost — all
from the PC on their own desk.

Making changes — even totally changing the look of the
site — is fast and easy and requires no professional training with
the BankSITE Wizard which is part of the BankSITE Standard
and Premium Package.

Packages priced at an affordable $2,500 and $3,500
respectively give bankers all the tools needed to keep visitors
coming back, including a wealth of design options, 65 pages
of professionally written content, 27 interactive calculators and
10 self-tests, easy-to-make content updates, secure encrypted
forms, unlimited marketing and technical support, plus a year
of hosting. The Premium Package includes additional content
tailored at market segments, such as a Debt Consolidation
module for adults, banking education for grade schoolers in
BankSITE’s Kids Corner module, and the Money Matters For
Students module for high school students. 4

Website Development:
From Panic to
Perfection

‘ ‘ In my newly acquired duties as Marketing
Coordinator, I was charged with getting a website
set up for our Bank. Being a novice to the Internet,

I panicked at what I perceived as an overwhelming task,”

says JoAnn Pankey at Northwest Bank & Trust in Towa.

“The Forms Group was recommended to us. I ‘test
drove’ the BankSITE Wizard and was impressed by how
easy it was to use. It gave me confidence that I could put
together a professional-looking website with the features
we wanted at a price well within our budget. But it was
really The Forms Group that made the difference.”

Northwest Bank opted for the BankSITE Standard
Package, which includes a year’s hosting, use of the
BankSITE Wizard to create and update the bank’s
website, 65 pages of professionally written copy, 27
self-tests and calculators, and unlimited technical and
marketing support. It was the marketing and technical
support that meant the most to Ms. Pankey.

“I can’t say enough about the assistance Ira Aurit
gave to me. He was patient...very, very patient and
understanding of our needs. Any time I telephoned, he
quickly got back to me, walking me through some of
the more advanced things [ wanted to try and making
suggestions that made the site look even better. We’re
very proud of our site, and I'm really grateful to Ira Aurit

The Forms Group for all their help and expertise.”

To test drive the

BankSITE Wizard, log on to

www.bankerscorner.com.
Password: cybersmart.

BankSITE Bulletin
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N O R iS k TO S Wi tCh Interested in this or

other special offers?
“I have recommended your service to other banks. Some Log onto www.bankerscorner.com
say they will try it after they get out of costly contracts!” for more information.
—Mike Grove, President & CEO Password: cybersmart
Bank of the Rockies (MT)

A chance comment from one of BankSITE’s customers If a new customer signs up for BankSITE's Standard
led to BankSITE’s Special Offer for new customers. Package, The Forms Group will give them 90 days at no

“It’s a common story,” says BankSITE CEO Ira Aurit. charge — or if the bank has an existing contract for hosting,
“Website packages usually contain a 12-month hosting The Forms Group will match up to twelve months of the
contract with stiff cancellation penalties. And no matter how remaining portion of the contract at no charge. “That means,”
unhappy they are with the services they are receiving, most comments Ira Aurit, “that when a bank signs up with us for
community banks aren’t in the position to throw this kind 12 months, they could be getting up to 24 months of hosting
of money away. It just isn’t fair. I kept wondering what we for the price of twelve. When you consider that our BankSITE
could do for these banks.” Standard Package is already well below competitive costs,

The “No Risk to Switch” offer is a first in the industry. switching can be an easy decision to justify.”

Rating Your
Website Vendor:

What Your Score Means

47 Points or More: The vendor meets your due
diligence criteria for security, reliability, service and price.
However, in case a situation surfaces that may compromise
these factors, you should pre-qualify an alternate vendor.

Webmaster/IT Manager Comments:

41 - 46 Points: If the vendor hosting your website
does not improve its security, reliability, service or price,
you should consider moving your website. A move can be
accomplished overnight if you’re prepared. It’s a good idea
to pre-qualify another vendor in any case, so you can take
appropriate action, if necessary.

40 Points or Less: You should immediately move
your website to a vendor that meets your expectations for
security, reliability, service and price, as well as the security
guidelines of Federal Examiners (FDIC, OCC, OTS, FRB
and NCUA.)
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